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What is a Rapid Security Response?
What gaps does is it fill?

What is the underlying technology?
How do they work?

Where do they fall short?

Why are they no longer used?

Where might they be secretly hiding today?



$ '/usr/bin/whoami’

> "Mykola Grymalyuk"

- Lead Security and Software Engineer at RIPEDA
Consulting.

« CVEs with Apple, Jamf, VMware, etc
« Project lead of OpenCore Legacy Patcher.

» Breaking macQOS internals on khronokernel.com.




What is a Rapid Security
Response?




What is a Rapid Security
Response?

A security update that comes out faster
than other security updates...
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1. Quickly handle
zero days



What gaps does it fill?
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1. Quickly handle 2. Reduce update times
zero days and reboots required



What gaps does it fill?

= O S

1. Quickly handle 2. Reduce update times 3. Ability to revert
zero days and reboots required updates
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RSR Versioning: X.Y.Z (a,b,c)

macOS 15.1.1
1I0S 1811



RSR Versioning: X.Y.Z (a,b,c)

macO0S 15.1.1 (a)
iI0S18.1.1 (a)




RSR Versioning: X.Y.Z (a,b,c)

macOS 15.]
10S 181

/System/Library/CoreServices/SystemVersion.plist

/System/Volumes/Preboot/Cryptexes/OS/System/Library/CoreServices/SystemVersion.plist




RSR Versioning: X.Y.Z (a,b,c)

macOS 15
10S 181

/System/Library/CoreServices/SystemVersion.plist

/System/Volumes/Preboot/Cryptexes/OS/System/Library/CoreServices/SystemVersion.plist
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What is the underlying
technology?

Let’s roll back to iOS 14




Apple Security Research Device Program



Apple Security
Research Device
Program

« Released in early 2021

 Launched with

I0OS 14 and an

Apple provided iPhone 11

(SRD)
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virtual boot AppleisdbeddedNVieControll il te . Creatt lockdevice
NSTYPE - 6
[ANS2:clfent]l] nvee_adain_handle_1identify: namespace
[effaceable:INIT) found curremt generation 319
[effaceable:INIT] started
virtual boot AppletmbeddedNVNeController
NSTYPE - 8
[ANS2:client]l) nvee adain handle identify: nasespace (7
virtual bool ApplefmbeddedNVNeController StartC
[ANS2:client]l] nvee_adain_cad_debug_service:Setting p
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ConsoleFlags: 0x0, Consolelevel -1
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nx_kernel_mount: 1234: ¢ 8sl1 contaimer cleanly-v
AppleConvergedPCIICESS: (powerStateWiliChangeTo: device
nx_kernel _mount: 1402: diskds]l checkpoint search: largest
wpfs _visop mount:1666: Promoter locked for diskisi
handle_snapshot mount:713: msounting w/snap_xi
handle_snapshot_mount:868: setting dev lock size
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(unencrypted; fla Oxl; features 9.12)
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s _visop mount:1852: diskOsisl: 0 mounted volume
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Darwin Bootstrapper Version 7.9 92:3 0 00 10xpc_executadbles-1983-131/1aunc
hd/RELEASE_ARMGAE
boot-args = v
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CSiSL271Phonell . ¢ 422]) cond “pcaResource->getBut
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s visop unt:1 b diskOsisi: o nm ted volume: xART
“Bsis) on Jprivate/xarts (apfs local




How do RSRs/Cryptexes work?
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Preboot Volume

| _NON
Favorites

@ Recents

2 Applications
(= Desktop

(Y Documents

©®© Downloads
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< iCloud Drive

Tags
® Red
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Name

> T boot

Preboot

v 7] 16FB6020-F25D-485D-9807-1DEE6E1CEF59

v [0 cryptex1
v [0 current
B app.dmg

[~}

app.dmg.root_hash
app.dmag.trustcache

apticket.vma2macosap.B041951382064679.im4m

apticket.vma2macosap.im4m
BuildManifest.plist
os.clone.dmg

B os.dmg

@
—+
(9]

|

|

usr

<
Q
=

|

os.dmg.root_hash
os.dmg.trustcache
RestoreVersion.plist
SystemVersion.plist

. Library
. restore
. System

. com.apple.security.cryptexd
Cryptexes
77 staging

“! Preboot > B 16FB6020-F25D-485D-9807-1DEEGE1CEF59 > B cryptex1 > B current

o
(s}

o
o

© v Q

Date Modified

Nov 12, 2024 at 8:56 AM
Nov 12, 2024 at 8:55 AM
Nov 12, 2024 at 8:54 AM
Nov 12, 2024 at 8:55 AM
Nov 12, 2024 at 8:55 AM
Nov 12, 2024 at 8:55 AM
Nov 12, 2024 at 8:55 AM
Nov 12, 2024 at 8:55 AM
Nov 12, 2024 at 8:55 AM
Nov 12, 2024 at 8:55 AM
Nov 12, 2024 at 8:55 AM
Nov 12, 2024 at 8:55 AM
Nov 12, 2024 at 8:55 AM
Nov 12, 2024 at 8:55 AM
Oct 21, 2024 at 11:49PM
Oct 21, 2024 at 11:49PM
Nov 12, 2024 at 8:56 AM
Nov 12, 2024 at 8:53 AM
Nov 12, 2024 at 8:55 AM
Nov 12, 2024 at 8:53 AM
Nov 12, 2024 at 8:56 AM
Nov 12, 2024 at 8:56 AM
Nov 12, 2024 at 8:56 AM
Nov 12, 2024 at 8:53 AM
Nov 12, 2024 at 8:56 AM

How do RSRs/Cryptexes work?

Kind

Folder
Folder
Folder
Folder

23.1 MB Disk Image

229 bytes
2 KB

3 KB

3 KB

46 KB
5.65 GB

Document
Document
Document
Document
property list
Disk Image

5.65 GB Disk Image

229 bytes

4 KB
358 bytes
599 bytes

Document
Document
property list
property list
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder




How do RSRs/Cryptexes work?

0S.dmg

Frameworks & dyld shared_cache

Grafted to /System/Cryptexes/OS Cryptexes

Mounted via APFS.kext
Validated by root_hash & includes trushcache

RSRs applied via RIDIFF10
App.dmg oF

Safari & Co.
Grafted to /System/Cryptexes/App




How do RSRs/Cryptexes work?

https://updates.cdn-apple.com/2023SummerFCS/patches/042-11155/2C86EOCF-DB4F-4C20-8925-2F3F54F61A11/com_apple_MobileAsset_MacSplatSoftwareUpdate/fda10f2f66899a3530fd1cc7e99d0267eabef6c2.zip

@ Macintosh HD » Users> [ riped > Desk > @ 13.4."> B arm64 > @ fda10f2f66899a3530fd1cc7e99d0267eabef6c2

[ JON ) < > fda10f2f66899a3530fd1cc7e99d0... = ¢ =y O ©v Q
Favorites Name ~  Date Modified Size Kind
DI v [ AssetData Today at 9:51AM -- Folder
(= Desktop > 7 boot Today at 9:51AM --  Folder
A Applications ~ Info.plist Jul 1, 2023 at 7:40 AM 2 KB property list
~ payload.bom Jul 1, 2023 at 7:40 AM 40 KB Document
B Documents - payload.bom.signature Jul 1, 2023 at 7:40 AM 128 bytes Document
® Downloads v 7 payloadv2 Today at 9:51AM -- Folder
> 07 data_patches Sep 19, 2024 at 8:07 AM -- Folder
Locations ~ data_payload Jul 1, 2023 at 7:07 AM 12 bytes Document cryptex-a pp
< iCloud Drive ~ firmlinks_payload Jul 1, 2023 at 7:07 AM Zero bytes Document
- fixup.manifest Jul 1, 2023 at 7:07 AM 66 bytes Document
Tags v 7] image_patches Today at 9:51AM -- Folder cryptex-a pp- rev
® Red ~ cryptex-app Jul 1, 2023 at 7:40 AM 115 KB Document
® Orange ~ cryptex-app-rev Jul1, 2023 at 7:40 AM 115 KB Document
~ cryptex-system-arm64e Jul 1, 2023 at 7:21AM 70.9 MB Document
@ Yellow ~ cryptex-system-arm64e-rev Jul 1, 2023 at 7:40 AM 70.6 MB Document cryptex- SYStem -{a rCh}
e - links.txt Jul 1, 2023 at 7:07 AM Zero bytes Plain Text
o Blue > 07 patches Sep 19, 2024 at 8:07 AM -- Folder
- payload_chunks.txt Jul 1, 2023 at 7:07 AM 8 bytes Plain Text - _{ h}_
® Purple - payload.000 Jul 1, 2023 at 7:07 AM 78 bytes Document cryptex SYStem a rc rev
® Gray ~ payload.000.ecc Jul 1, 2023 at 7:07 AM 123 bytes Document
> 07 prepare_patches Sep 19, 2024 at 8:07 AM -- Folder
@ All Tags... " prepare_payload Jul 1, 2023 at 7:07 AM 12 bytes Document
- removed.txt Jul 1, 2023 at 7:07 AM Zero bytes Plain Text
~ Info.plist Jul 1, 2023 at 7:40 AM 4 KB property list
> 07 META-INF Today at 9:51AM -- Folder



How do RSRs/Cryptexes work?

https://updates.cdn-apple.com/2023SummerFCS/patches/042-11155/2C86EOCF-DB4F-4C20-8925-2F3F54F61A11/com_apple_MobileAsset_MacSplatSoftwareUpdate/fda10f2f66899a3530fd1cc7e99d0267eabef6c2.zip

@ Macintosh HD » Users> [ riped > Desk > @ 13.4."> B arm64 > @ fda10f2f66899a3530fd1cc7e99d0267eabef6c2

CJON { > fda10f2f66899a3530fd1cc7e99d0... = =y O ©v Q
Favorites Name ~  Date Modified Size Kind
DI v [ AssetData Today at 9:51AM -- Folder
(=) Desktop > B3 boot Today at 9:51AM -- Folder
A Applications ~ Info.plist Jul 1, 2023 at 7:40 AM 2 KB property list
~ payload.bom Jul 1, 2023 at 7:40 AM 40 KB Document
O Documents - payload.bom.signature Jul 1, 2023 at 7:40 AM 128 bytes Document
® Downloads v 7 payloadv2 Today at 9:51AM -- Folder
> I data_patches Sep 19, 2024 at 8:07 AM --  Folder
Locations ~ data_payload Jul 1, 2023 at 7:07 AM 12 bytes Document cryptex-a pp
< iCloud Drive ~ firmlinks_payload Jul 1, 2023 at 7:07 AM Zero bytes Document
- fixup.manifest Jul 1, 2023 at 7:07 AM 66 bytes Document
Tags v 7] image_patches Today at 9:51AM -- Folder cryptex-a pp- rev
® Red ~ cryptex-app Jul 1, 2023 at 7:40 AM 115 KB Document
® Orange ~ cryptex-app-rev Jul 1, 2023 at 7:40 AM 115 KB Document
~ cryptex-system-arm64e Jul 1, 2023 at 7:21AM 70.9 MB Document
@ Yellow ~ cryptex-system-arm64e-rev Jul 1, 2023 at 7:40 AM 70.6 MB Document cryptex- SYStem -{a rCh}
e - links.txt Jul 1, 2023 at 7:07 AM Zero bytes Plain Text
o Blue > 07 patches Sep 19, 2024 at 8:07 AM -- Folder
- payload_chunks.txt Jul 1, 2023 at 7:07 AM 8 bytes Plain Text - _{ h}_
® Purple - payload.000 Jul 1, 2023 at 7:07 AM 78 bytes Document cryptex SYStem a rc rev
® Gray ~ payload.000.ecc Jul 1, 2023 at 7:07 AM 123 bytes Document
> 07 prepare_patches Sep 19, 2024 at 8:07 AM -- Folder , .
@ All Tags... " prepare_payload Jul 1, 2023 at 7:07 AM 12 bytes Document RS R b p p | d p h h
- removed.txt Jul1, 2023 at 7:07 AM Zero bytes Plain Text S Ca n t e a I e O n to ea C Ot e r
~ Info.plist Jul 1, 2023 at 7:40 AM 4 KB property list
> 07 META-INF Today at 9:51AM -- Folder



How do RSRs/Cryptexes work?

/lib/libParallelCompression.dylib’s RawlmagePatch()

@ extract.c

Di extract.c

extract.c ) . RawlimagePatchArgs

MARK: - RawImagePatch
® R int RawImagePatch(RawImagePatchArgs *args) {
extract.c
void *1ib = dlopen("/usr/lib/libParallelCompression.dylib", RTLD_LAZY);
if (!1ib) {

fprintf(stderr, "Failed to load the library\n");
return 1;

extract.c ) No Selection

MARK: - RawImagePatchArgs

typedef struct

{
void (*xprogressFunc)(void xkey, float progress);
void *xprogressFuncKey;
const char *xinputFile;
const char sxoutputFile;
const char xpatchFile;
bool isNotCryptexCache;
uint32_t threadCount;
uint32_t verboselLevel;

} RawImagePatchArgs;

int (xRawImagePatch)(RawImagePatchArgs*) = dlsym(lib, "RawImagePatch");
if (!RawImagePatch) {

fprintf(stderr, "Failed to get the function\n");

return 1;

int result = RawImagePatch(args);

if (result != 0) {
fprintf(stderr, "The function returned %d\n", result);
return 1;

Line: 31 Col: 1 ()

dlclose(lib);

Credit to DhinakG

return 0;

Line: 28 Col: 27 (=

Credit to ASentientBot



How do RSRs/Cryptexes work?

.Jcryptex-patcher <cryptex>.dmg <output>.dmg <rsr>

N
{ \
| )
\ /

./

ImagePatch

Input:

Output:

Patch:

CryptexCache:

StaticContent:
Variants:
Flags:
# controls:
Patch size:
- Metadata:
— Controls:
— Literal st
— Diff strea
Input

(4184892979/109
94171111d9e3f632
ImagePatch: Dige
Qutput variant <
forks (418451065
2T042f35beaffdfo

ripeda@RIPEDAs-Virtual-Machine Workspace % I

= Workspace — -zsh — 82x24

‘ripedaPRIPEDAs-Virtual-Machine Workspace % ./cryptex—patcher "macOS 13.4.1 0S.dmg"!
"macOS 13.4.1 0S (a).dmg" "macOS 13.4.1 (a) cryptex—-system—armése"

macOS 13.4.1 0S.dmg
macOS 13.4.1 0S (a).dmg
macOS 13.4.1 (a) cryptex—system—-armése
yes
no
2
1
478758
70874622 bytes
821368 bytes
1889288 bytes
ream: 29590152 bytes
m: 38573744 bytes

variant <macOS 13.4.1 0S.dmg> | 4445962240 bytes | 3951 extents | 2423 forks

74496637)
1

st match. Output reconstructed.

macOS 13.4.1 0S (a).dmg> | 4445962240 bytes | 3952 extents | 2424
3/10974663279) | digest=2b0eb67166d7ddbb88d7620cd357e8d91a5e8f87cdd
10dc72

| digest=cabdbe%9664c22f7bd4900bl7cbé6lac79a9642ea2f0a37062




&€ Terminal Window

SNEPT  SSECT

M cryptex-patcher
macOS 13.4.1 (a) cryptex-app
macOS 13.4.1 (a) cryptex-app-rev
macOS 13.4.1 (a) cryptex-system-arm64e
macOS 13.4.1 (a) cryptex-system-arm64e-rev
& macO0S 13.4.1 App.dmg
macOS 13.4.1 0S.dmg

£ Macintosh HD > [ Users > [ ripeda > [ Desktop > [ Workspace

Date Modified

Dec 2, 2024 at 11:48 AM

Jul1, 2023 at 7:40 AM
Jul1, 2023 at 7:40 AM
Jul1, 2023 at 7:21AM
Jul1, 2023 at 7:40 AM
Jan 9, 2007 at 11:41AM
Jan 9, 2007 at 11:41AM

= Workspace — -zsh — 80x24
ripeda@RIPEDAs-Virtual-Machine Workspace % I

How do RSRs/Cryptexes work?

=

Kind

Unix Ex...ble File
Document
Document
Document
Document
Disk Image
Disk Image

Fri Dec 6 10:45AM

8"  Workspace



Just restart Safari!



How do RSRs/Cryptexes work?

+
® D ® B3 & 0 @ 8 68 > B 2 v N Y S N B85 v D & [~ v 3 v o v
New Comparison Start/Stop Layout Comparison Preferences Changes Edits Merging Copy Selected Select Rows Hide/Reveal Swap Panes Folders Bookmarks

RomeF22F82.arm64eSystemCryptex, RomeFRapid22F770820b.arm64eSystemCryptex No file x 2
[Volumes/RomeF22F82.arm64eSystemCryptex [Volumes/RomeFRapid22F770820b.arm64eSystemCryptex

First Changes Second

v [ System B System
> [ DriverKit B DriverKit
> [ i0SSupport B iOSSupport
v [ Library BB Library
v [ CoreServices Bl CoreServices
RestoreVersion.plist ﬁ RestoreVersion.plist
BE) systemVersion.plist B SystemVersion.plist
v [ dyld B dyld
B 20t_shared_cache.0 M aot_shared_cache.0
. aot_shared_cache.1 a aot_shared_cache.1
B 20t_shared_cache.2 M aot_shared_cache.2
B a0t_shared_cache.3 M aot_shared_cache.3

B 20t_shared_cache.4 M aot_shared_cache.4

[ ] dyld_shared_cache_arm64e [ | dyld_shared_cache_arm64e

B dy!d_shared_cache_arm64e.01 [, dyld_shared_cache_arm64e.01
. dyld_shared_cache_arm64e.map a dyld_shared_cache_arm64e.map

9 removed - 2 inserted - 213 changed - 5468 unchanged

[Volumes/RomeF22F82.arm64eSystemCryptex/System/Library/CoreServices/SystemVersion.plist [Volumes/RomeFRapid22F770820b.arm64eSystemCryptex/System/Library/CoreServices/SystemVersion.pl

<?xml version="1.0" encoding="UTF-8"7> <?xml version="1.0" encoding="UTF-8"7>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0 <!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0

.dtd"> .dtd">

<plist version="1.0"> <plist version="1.0">

<dict> <dict>
<key>BuildID</key> <key>BuildID</key>
<string>31B2220C-0B5C-11EE-BFD2-A781FB1AB02B</string> <string>E64ED@12-17BD-11EE-A3CB-CD47402D2717</string>
<key>ProductBuildVersion</key> <key>ProductBuildVersion</key>
<string>22F82</string> <string>22F770820b</string>
<key>ProductCopyright</key> <key>ProductCopyright</key>
<string>1983-2023 Apple Inc.</string> <string>1983-2023 Apple Inc.</string>
<key>ProductName</key> <key>ProductName</key>
<string>mac0S</string> <string>mac0S</string>
<key>ProductUserVisibleVersion</key> <key>ProductUserVisibleVersion</key>
<string>13.4.1</string> <string>13.4.1</string>
<key>ProductVersion</key> <key>ProductVersion</key>
<string>13.4.1</string> <string>13.4.1</string>
<key>i0SSupportVersion</key> <key>ProductVersionExtra</key>
<string>16.5</string> <string>(a)</string>

19 </dict> <key>i0SSupportVersion</key>
20 </plist> <string>16.5</string>

Unicode (UTF-8 without BOM) - O removals - 1 insertion « 2 changes - Line 6 of 20 - Column 1




dyld_shared_cache system

Test bin Demo.framework



dyld_shared_cache system

System volume stand alone ?
Cryptex stand alone?

System volume dyld _shared_cache ?

Cryptex dyld shared _cache ?

Relative path?

Test bin Demo.framework dyid



dyld_shared_cache system

System volume stand alone ?
Cryptex stand alone!

System volume dyld _shared_cache ?

Cryptex dyld shared _cache ?

Relative path?

Test bin Demo.framework dyid



dyld_shared_cache system

S

/System/Cryptex/0OS/System/Library
/Frameworks/Demo.framework

Test bin



Lets follow the
macOS Boot Process




macOS Boot Process

Intel Macs

1. boot.efi and XNU init




macOS Boot Process

Intel Macs

-

1. boot.efi and XNU init 2. Kernel Extensions load




macOS Boot Process

Intel Macs

- AR
= " )

1. boot.efi and XNU init 2. Kernel Extensions load 3. apfs.kext starts




macOS Boot Process

Intel Macs
- =
1. boot.efi and XNU init 2. Kernel Extensions load 3. apfs.kext starts

4. Userspace starts



macOS Boot Process

Intel Macs
- AR
= > —
1. boot.efi and XNU init 2. Kernel Extensions load 3. apfs.kext starts

&

4. Userspace starts 5. /usr/lib/dyld starts




macOS Boot Process

Intel Macs
; - =
&
1. boot.efi and XNU init 2. Kernel Extensions load 3. apfs.kext starts

& ~

4. Userspace starts 5. /usr/lib/dyld starts 6. apfs_graft executed
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Where do RSRs fall short?

Kernel Space Updates



What is kernel space?



What is kernel space?

Least Privilegead

Ring O Ring 3 Most Privileged
Kernel Space User Space
- Closer to hardware - Lower privileges
- Kernel and Kernel Extensions - Apps, ClLls, etc

- Higher danger when exploited - Goes through kernel space
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Apple's 3 stage
kernel caching system

Introduced with macOS 11, Big Sur, at WWDC 2020

(] S - &

Boot Kernel Collection System Kernel Collection  Auxiliary Kernel Collection

- Critical to booting - Pageable « 3rd party drivers
- Kernel, ie. XNU - eX. Graphics & Audio - ex. RAID Controllers
« Core Drivers (ex. NVMe) *N/A on Apple Silicon - Bridge as DriverKit developed

e Preboot volume e System volume - Data volume






System Kernel Collection

« System volume
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Overlay/hot load kernel extensions from an RSR?



Kernel Collection UUIDs
and APFS Snapshots

CIRCAEIRCAE

Killed with the Kernel Collections Architecture
In Big Sur...

Overlay/hot loa ' rom an RSR?



So why are snapshots an issue?



So why are snapshots an issue?

Multiple reboots to apply...



Why are RSRs no longer used?



Why are RSRs no longer used?

mac0S 13.4.1 (a)...(b)...(c)...
1I0S 16.5.1 (a)...(b)...(c)...



mac0S 13.41 (& i0S 16.5.1) Timeline




macO0S 13.4.1 (& 10S 16.5.1) release

June 21, 2023



mac0S 13.41 (& i0S 16.5.1) Timeline




CVE-2023-37450 discovered

June - July ~, 2023



mac0S 13.41 (& i0S 16.5.1) Timeline




13.4.1 (a) released

July 10, 2023



mac0S 13.41 (& i0S 16.5.1) Timeline




World panics as Apple breaks major

websites user agent logic.
July 10, 2023



mac0S 13.41 (& i0S 16.5.1) Timeline




Apple pulls 13.4.1 (a) and recommends users

to uninstall the update if affected
July 10, 2023



mac0S 13.41 (& i0S 16.5.1) Timeline




13.4.1 (b) developed internally

July 10-11~, 2023




mac0S 13.4.1 (& i0S 16.5.1) Timeline




13.4.1(c) released &

July 12, 2023



mac0S 13.4.1 (& i0S 16.5.1) Timeline
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What was the fix?
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What was the fix?

Removing letters from user-agent versioning...

Safari13.4.1 (a) -> Safari 13.4.1




Where are RSRs* secretly hiding
today?
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Where are RSR technologies
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@ Safari Updates



@ Safari Updates

Available Updates

" macOS Sonoma 14.7 1.67 GB
v Safari 179.4 MB

Safari

Safari 18 has even faster performance, improved security, and new features, including the following:

N -1 & N - 2 ] * Viewer lets you watch videos without distractions, and automatically moves videos into Picture-in-
1 Picture when you click away from the page

« Distraction Control helps you hide items on a webpage that you find disruptive to your browsing
+ Extensions in Web Apps enable you to further customize and enhance your browsing experience in
web apps

o {
g * Relaxed password requirements let you save a password in Settings for apps that you don’t know the
e C u r I y p a e S i website for, or items that don’t have a website, like a locker combination

For information on the security content of this update, please visit: https://support.apple.com/kb/HT201222

Close Update Now




1dlesS

10.13-10.12-10.11-10.10-10.9-
ucatalog

O < Software Update

o B index-14-13-12-10.16-10.15-10.14-10.13-10.12-10.11-10.10-10.9-mountainlion-lion-snowleopard-leopard.merged-1.sucatalog

Q Automatic Updates Securitv Responses | 1) o [E index-14-13-12-10.16-10.15-10.14-10.13-10.12-10.11-10.10-10.9-mountainlion-lion-snowleopard-leopard.merged-1.sucatalog Z =0 [

[ index-14-13-12-10.16-10.15-10.14-10.13-10.12-10.11-10.10-10.9-mountainlion-lion-snowleopard-leopard.merged-1.sucatalog ) . 052-58397

Sian in i B Q_ Find ¢ + Aa Contains ¢
| Now <dict>

Available Updates <key>Products</key>
<key>052-58397</key>

= Wi- <dict>
u <key>ServerMetadataURL</key>
macOS Sonoma 14.7 14.7 1.67 GB <string>https://swcdn.apple

i our .com/content/downloads/08/48/052-58397-A_R6VSA403XU/gbtv65tb8icy6f3gbg2n6iz
v Safari 18.0 179.4 MB Bitinc xj18jtfqmp7/Safaril8.0SonomaAuto.smd</string>
“ Net o <key>State</key>
U" <string>ramped</string>
fou <key>Packages</key>
to <array>
iy Not Safari 18 has even faster performance, improved security, and new features, including the following: <dict>
<key>Digest</key>
<string>d5lebddffc9160800e00135beastcl5dc25b32f49</string>
- Viewer lets you watch videos without distractions, and automatically moves videos into Picture-in- LGS LG ,
. . : <integer>179408093</integer>
(9 Foc Picture when you click away from the page t this
‘hﬂ‘ . . T . . . . <key>MetadataURL</key>

* Distraction Control helps you hide items on a webpage that you find disruptive to your browsing s s e G e

£ scr « Extensions in Web Apps enable you to further customize and enhance your browsing experience in com/content/downloads/@8/48/052-58397-A_R6VSALO3XU/gbtv65tb8icy6F3
U‘ web apps -

, , . , gbg2né6izxj18jtfqmp7/Safaril8.0SonomaAuto.pkm</string>
 Relaxed password requirements let you save a password in Settings for apps that you don’t know the <key>URL</key>

website for, or items that don’t have a website, like a locker combination <string>https://swcdn.apple

Ger .com/content/downloads/08/48/052-58397-A_R6VSA403XU/gbtvé5tb8icy6f3
gbg2n6izxj18jtfqmp7/Safaril8.0SonomaAuto.pkg</string>

Safari

@ Apg For information on the security content of this update, please visit: https://support.apple.com/kb/HT201222 </dict>
</array>
<key>ExtendedMetaInfo</key>
<dict>
<key>ProductType</key>
<string>Safari</string>
</dict>
Close Update Now <key>PostDate</key>
nied <date>2024-09-16T17:48:29Z</date>
\ ' <key>Distributions</key>
u Privaw&‘smrﬁv——'"m“*“"‘ﬂm'—’ <dict>
<key>hi</key>
<string>https://swdist.apple
.com/content/downloads/08/48/052-58397-A_R6VSA403XU/gbtv65tb8icy6f3gbg2
Desktop & Dock ? néizxj18jtfqmp7/052-58397.hi.dist</string>

‘o- Displays Line: 96502 Col: 33 [Q

, Wallpaper




@ Safari Updates

https://developer.apple.com/download/all/?qg=Safari

@ developer.apple.com € C @ ﬁ] —-

N0

@O @® (] &Personalv < > 6 ©

Downloads Operating Systems Applications Profiles and Logs More

Mykola Grymalyuk  Sign Out

® O @ [ safari18.1 Seed 2 Manual for Sonoma

More Downloads

o

Safari18.1SonomaManualSe

Q  Filter by keywords
ed.pkg

Safari 18.1 for macOS Sonoma and Safari 18.1 for Safarl 181 Seed 2 Manual for Sonoms

macOS Ventura beta 2

September 26, 2024

View Details v




@ Safari Updates

® o ¢ 7 safaril8.1SonomaManualSeed.pkg —-* ©v O O Q- Search © A
Back/Forward Path Action GetiInfo Quick Look Installer Search Exports Review
ﬂ Package Info 9 All Scripts | Ed Receipts

Name Date Modified Size Kind
v 03 Library - 227.2 MB  Folder
v 77 Apple - 227.2 MB  Folder
v [ Safari - 227.2 MB  Folder
v 7 Cryptex 12/31/69 227.2 MB  Folder

- 062-42150-009.dmg 12/31/69 226.5 MB Disk Image
v [ Restore 12/31/69 737 KB  Folder

BuildManifest.plist 12/31/69 554 KB XML property list

v 07 Firmware 12/31/69 161 KB Folder

062-42150-009.dmg.root_hash 12/31/69 229 bytes Document

~ 062-42150-009.dmg.trustcache 12/31/69 43 bytes Document
v 7 Manifests 12/31/69 161 KB  Folder
> [ Cryptex1Boot 12/31/69 56 KB Folder
v [ restore 12/31/69 105 KB  Folder
> [ cryptex1 12/31/69 105 KB  Folder

Restore.plist 12/31/69 22 KB XML property list
& All Files

1item, 227.2 MB installed




@ Safari Updates

'
| . . ‘

Name

> B3 .fseventsd
v 07 Library
> 7 Application Support
> 7 Google
> T Preferences
v 7 System
v 7 Applications
@ Safari.app
> 07 Library

B safaridriver
> 7 libexec
> =7 share

[[) safariGlowBSonoma619B12.SafariCryptex

[ )| safariGlowBSonoma619B12.SafariCryptex

\

Date Modified

Today at 12:32PM
Today at 12:32PM
Sep 24, 2024 at 10:45 AM
Sep 24, 2024 at 10:45 AM
Today at 12:32PM
Today at 12:32PM
Today at 12:32PM
Sep 24, 2024 at 10:45 AM
Sep 24, 2024 at 10:45 AM
Today at 12:32 PM
Sep 24, 2024 at 10:45 AM
Sep 24, 2024 at 10:45 AM
Sep 24, 2024 at 10:45 AM
Sep 24, 2024 at 10:45 AM

Size

Kind

Folder
Folder
Folder
Folder
Folder
Folder
Folder
Application
Folder
Folder
Folder
Unix Ex...ble File
Folder
Folder




@ Safari Updates

® O < 2 Safari18.1SonomaManualSeed.pkg =y OV ® © ® Qv Search ©]

Back/Forward

Path Action GetlInfo Quick Look Installer Search Exports Review

0 Package Info

Safari18.1Sonoma.pkg

-] preinstall
v 3 preinstall_actions
;-] cleanupCryptex.sh
-] cleanUpgrade
-] postinstall
v 3 postinstall_actions
t-J clearxattr
loadSafariBookmarksSyncAgent
notifySiri
ReloadXPCCache
setACL
UnloadSafariHistory

OO00000

UnloadSafariNotificationAgent
-] safariFiles
;-] systemFiles
v B3 Tools
-] deleteomatic

OO UL B WN B

B R R R R R R
oOUAsA WNRO W

1L
18
19
20
Zdl
22
23
24
25

26
27
28
29
30

31
32
33
34
35
36

| & All Files ¥ graftCryptex.sh Ed Receipts

#!/bin/sh
targetVolume="$3"

cryptegraft="$targetVolume/System/Library/PrivateFrameworks/MobileSoftwareUpdate.framework/Support/cryptegraft"
cryptex_dir="$targetVolume/Library/Apple/Safari/Cryptex"

if [ ! —f "$cryptegraft"” 1 || [ ! -x "$cryptegraft" ]; then
echo "Unable to find and execute '$cryptegraft'"
exit 1

fi

if [ ! —d "$cryptex_dir" ]; then
echo "The Cryptex directory does not exist at '$cryptex_dir'"
exit 2

fi

echo "Installing the Cryptex"
"$cryptegraft" ——downlevel ——updateBundle "$cryptex_dir/Restore" ——targetVolume "$targetVolume"
install_status=$?

# rdar://110673814
if [ -f "/System/Cryptexes/App/Library/Google/Chrome/NativeMessagingHosts/com.apple.passwordmanager.json" ]; then
mkdir —-p "/Library/Google/Chrome/NativeMessagingHosts"
In -sf /System/Cryptexes/App/Library/Google/Chrome/NativeMessagingHosts/com.apple.passwordmanager.json /Library/Google/Chrome/
NativeMessagingHosts/com.apple.passwordmanager.json
fi

if [ -f "/System/Cryptexes/App/Library/Application Support/Mozilla/NativeMessagingHosts/com.apple.passwordmanager.json" ]; then

mkdir -p "/Library/Application Support/Mozilla/NativeMessagingHosts"

ln -sf "/System/Cryptexes/App/Library/Application Support/Mozilla/NativeMessagingHosts/com.apple.passwordmanager.json" "/Library/Application
Support/Mozilla/NativeMessagingHosts/com.apple.passwordmanager.json"
fi

echo "Removing the cryptex payload"
/bin/rm —-rfxv "$cryptex_dir" || exit 4

exit $install_status

Shell script — 36 lines




@ Ability to
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o Private Cloud
Compute

Standard & Codeless
Cryptexes

- Debug Shell Cryptex
- Model Weight Cryptex (data only)




o Private Cloud
Compute

Standard & Codeless
Cryptexes

- Debug Shell Cryptex
- Model Weight Cryptex (data only)

Please read the Private Cloud Compute Documentation, really neat stuff:
https://security.apple.com/documentation/private-cloud-compute


https://security.apple.com/documentation/private-cloud-compute/

RSR technologies live on &

Even if not directly through “Rapid Security Response” updates



“Is Rapid Security Response a Failure?”

- Me, complaining on the internet (April, 2023)



“Is Rapid Security Response a Failure?”

mac0S 1511 & 10S181.1...



A
eoe M-

mac0S 1511 & 10S1841.1...

< >

N0

@ support.apple.com &

macOS Sequoia 15.1.1

Released November 19, 2024
JavaScriptCore
Available for: macOS Sequoia

Impact: Processing maliciously crafted web content may lead to arbitrary code execution. Apple is aware
of a report that this issue may have been actively exploited on Intel-based Mac systems.

Description: The issue was addressed with improved checks.

WebKit Bugzilla: 283063

CVE-2024-44308: Clément Lecigne and Benoit Sevens of Google's Threat Analysis Group

WebKit

Available for: macOS Sequoia

Impact: Processing maliciously crafted web content may lead to a cross site scripting attack. Apple is
aware of a report that this issue may have been actively exploited on Intel-based Mac systems.

Description: A cookie management issue was addressed with improved state management.

WebKit Bugzilla: 283095

CVE-2024-44309: Clément Lecigne and Benoit Sevens of Google's Threat Analysis Group

& v

< > = & support.apple.com c

I0S 18.1.1 and iPadOS 18.1.1

Released November 19, 2024

JavaScriptCore

Available for: iPhone XS and later, iPad Pro 13-inch, iPad Pro 12.9-inch 3rd generation and later, iPad Pro
11-inch 1st generation and later, iPad Air 3rd generation and later, iPad 7th generation and later, and iPad
mini 5th generation and later

Impact: Processing maliciously crafted web content may lead to arbitrary code execution. Apple is aware
of a report that this issue may have been actively exploited on Intel-based Mac systems.

Description: The issue was addressed with improved checks.

WebKit Bugzilla: 283063

CVE-2024-44308: Clément Lecigne and Benoit Sevens of Google's Threat Analysis Group

WebKit

Available for: iPhone XS and later, iPad Pro 13-inch, iPad Pro 12.9-inch 3rd generation and later, iPad Pro
11-inch 1st generation and later, iPad Air 3rd generation and later, iPad 7th generation and later, and iPad
mini 5th generation and later

Impact: Processing maliciously crafted web content may lead to a cross site scripting attack. Apple is
aware of a report that this issue may have been actively exploited on Intel-based Mac systems.

Description: A cookie management issue was addressed with improved state management.

WebKit Bugzilla: 283095

CVE-2024-44309: Clément Lecigne and Benoit Sevens of Google's Threat Analysis Group




mac0S 1511 & 10S 181.1...

110

eo0® M+ < > & github.com ¢ h +

Code  Blame Raw 0 & 2 ~

18.1 (22B82) vs 18.1.1 (22B91)

IPSWs

e jPhonel7,1_18.1_22B82_Restore.ipsw
e jPhonel7,1_18.1.1_22B91_Restore.ipsw

Kernel

Version

i0OS Version Build Date
18.1 (22B82) 24.1.0 11215.42.1~1 Mon, 070ct2024 21:14:29 PDT

18.1.1 (22B91) 24.1.0 11215.42.1~1  Mon, 070ct2024 21:14:29 PDT

MachO
Updated (1)
» View Updated

/” Entitlements

¢ Entitlements DIFF

DSC

WebKit

i0S Version
18.1 (22B82) 619.2.8.10.7

18.1.1 (22B91) 619.2.8.10.9

Thank you blacktop__ for the diff!

Userspace-only fixes...
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IPSWs
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Kernel
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MachO
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Thank you blacktop__ for the diff!

Userspace-only fixes...

This meeting security update
could’ve been an-email a
Rapid Security Response



Conclusion



1 JUST TEINK THEGRETNEATIA



Thanks for listening to my rambles!

Mirrored on l<hronokernel.com

Socials

- Twitter: https://twitter.com/khronokernel

- GitHub: https://github.com/khronokernel

- LinkedIn: https://www.linkedin.com/in/mykola-
grymalyuk

(If you find my work interesting, I'd would love the
opportunity to work more in this field!)

Credits to those who directly/indirectly
helped make this possible!

- Blacktop__: IPSW Diffs

- MrMacintosh: Archival of Software Updates

- ASentientBot & DhinakG: Reverse Engineering Cryptexes
& OpenCore Legacy Patcher work
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