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$ '/usr/bin/whoami'

> "Mykola Grymalyuk"

« Lead Security and Software Engineer at RIPEDA
Consulting.

« Project lead of OpenCore Legacy Patcher.

« Breaking macOS internals on khronokernel.com.
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—_____






With great power comes great
responsibility



With great power comes great
responsibility

And with an MDM server, a ton of ways
to break a fleet...
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Centralized Device Managed by 3rd Privileged
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Targeted Attacks Automated Attacks



“We detected a101% increase of macOS infostealers
between the last two quarters of 2024.”

- Unit 42 (Palo Alto Networks)
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would like to access files in your
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Desktop folder.
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@] Full Disk Access
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% “Funny Lookin Malware.app”
would like to access files in your
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Downloads folder.
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K Access

“Funny Lookin Malware.app”
would like to access files in your
(, Documents folder.

“Funny Lookin Malware.app”
would like to access files in your - _
Downloads folder.
“Funny Lookin Malware.app” _ - -

would like to access files in your
Desktop folder.

SystemPolicyDesktopFolder

SystemPolicyDownloadsFolder

SystemPolicyDocumentsFolder




@] Full Disk Access

.

% “Funny Lookin Malware.app”
would like to access files in your
Documents folder.
“Funny Lookin Malware.app”

would like to access filesinyour [ pon't Allow | | Allow
Downloads folder.

“Funny Lookin Malware.app” Don’t Allow Allow

would like to access files in your
Desktop folder.

Don't Allow » Allow
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& Gatekeeper

“Funny Lookin Malware.app”
Not Opened

Apple could not verify “Funny Lookin
Malware.app” is free of malware that
may harm your Mac or compromise your
privacy.

Done Move to Trash
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e “Funny Lookin Malware.app”

Not Opened

Apple could not verify “Funny Lookin
Malware.app” is free of malware that
may harm your Mac or compromise your
privacy.




A LOT OF THINGS

com.apple.systempolicy.control

"EnableAssessment': False
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& Gatekeeper

“Funny Lookin Malware.app”
Not Opened

Apple could not verify “Funny Lookin
Malware.app” is free of malware that
may harm your Mac or compromise your
privacy.
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QNAP Updater Privilege Escalation
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dir=$(mktemp —-d)
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Dirty environments

macOS PackageKit Privilege Escalation
CVE-2024-27822

N VA A
VIR IR

Install as root #1/bin/zsh ~[.zshenv

(User owned)



Free privilege escalation &






l#/bin/zsh ——no-rcs

l#/bin/bash ——noprofile ——norc

#/bin/sh (no change needed)




$ where mkdir

/bin/mkdir

/usr/bin/codesign

/usr/libexec/mdmclient







/usr/bin/hdiutil

/usr/bin/mktemp
/bin/cp

/usr/sbin/installer
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FortiClient Privilege Escalation
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Privilege escalation through installation




1: Outdated applications

FortiClient Privilege Escalation
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Best ways to handle?

MDM provided Munki + AutoPkg Root3 App Catalog /
apps Alectrona Patch
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Lock down enrolilments &

Authentication Quarantine
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Querying MDM enroliments

mosyle

|||||||||||||l -i:ii..:fij_J

V1101001 01101110 V1100100
91100001 01100111 01101111

Project Indago

Latin - Search



@ [ & Personal v < github.com

Programmatic querying of MDM

e khronokernel Initial commit 356726 - now )1 Commit enrollment endpoints

B8 indago Initial commit 00 Readme
A~ Activity
[ .gitignore Initial commit _
Custom properties

[) README.md Initial commit now 0 stars

. - . 0 watching
B icon.png Initial commit

0 forks
[ indago.py Initial commit

Releases
[IJ README

No releases published

Project Indago Packages

No packages published

Languages

Python 100.0%

Project Indago

Latin - Search

Python-based library for programmatically probing MDM vendors for unguarded profile-based enroliments.
Supporting SimpleMDM, Jamf Now and Mosyle.
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Releases
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Samples:
Identifier format:
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- 8 characters - 43409620
- Integers only - 13012603

- 41895752
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- 8 characters - 43409620 - None
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Querying SimpleMDM

https://a.simplemdm.com/enroll/?c=xxxxxxxx

A

Simple MDM

Samples: Authentication

94756678 methods:
- 8 characters 43409620 None
- Integers only 13012603 -
41895752 -SAML

Identifier format:

Recommendations:

- URL complexity Notified
- Cha"enges Septembel‘ 2024

- Passcode




URL complexity!

https://a.simplemdm.com/enroll/?
(20 00000000000000000000000000000000000000000000000000000000000000¢




Existing enroliments
still vulnerable &
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- Integers, upper
and lower case
letters
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Querying Jamf Now

https://go.jamfnow.com/xxxxxx

Identifier format: Samples: Authentication
- 6 characters ~ pOPgnX method:
- Integers, upper - 2ddV5k
and lower case - 2BEOCa - Pass.codew
letters - u0093t (required &)

Recommendations:
Notified

- URL complexity January 2025
- Challenges
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mosyle https://join.mosyle.com/xxxxxx
y




| . Querying Mosyle

mosyle https://join.mosyle.com/xxxxxx
y

Identifier format:

- 6 characters
- Integers and
uppercase letters



Querying Mosyle

KQ9PMT
VPT71Z

mosyle https://join.mosyle.com/xxxxxx
y
Identifier format: Samples:
- 6WK4K9
6 characters [
- Integers and B

uppercase letters



Querying Mosyle

&
mosyle https://join.mosyle.com/xxxxxx
y
Authentication

Identifier format: Samples: methods:

- 6 characters : _?_‘G";Sg - None

- Integers and — KQOPMT -SAML
uppercase letters — VPT717 - Pre-approved

devices



Querying Mosyle

&
mosyle https://join.mosyle.com/xxxxxx
y
Authentication

Identifier format: Samples: methods:

- 6 characters : _?_‘G";Sg - None

- Integers and — KQOPMT - SAML
uppercase letters — VPT717 - :l‘e-.approved

evices

Recommendations:

- URL complexity

- Challenges

- Disable codes
for new groups



Querying Mosyle

mosyle https://join.mosyle.com/xxxxxx

Samples:

6WK4K9
TU7U33
KQ9PMT
VPT71Z

Identifier format:

- 6 characters
- Integers and
uppercase letters

Recommendations:

- URL complexity

- Challenges

- Disable codes
for new groups

Authentication
methods:

- None

-SAML

- Pre-approved
devices

Notified
September 2024




Disable unused enroliments
after 90 days




Still dead easy to abuse &
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Safari -> Settings -> Advanced -> Show features for web developers

Develop -> Show web inspector

(L] & Personal v < a.simplemdm.com

Simple MDM

POWERED BY PDQ.COM

Download Enrollment Profile

X [ O = Q} ]| A = Elements \Z\ Console [ Sources @ Network J ) Timelines = Storage [aa] [ Layers \E\ Audit

Filter Full URL All Disable Caches Y, Import

Name v X Headers Cookies Sizes Timing Security ¥ | Response m

[3) ZXIKaGJHY2IPaUpTVXpJMUSpSjkuZXIKallYUmhJanA3SW1WdWNtOXNiRzFSYm5SZmF... <!DOCTYPE html>
<html lang="en">

runtime~device-0ba908c12a5411d9be8c.js <head>
&) logo-stacked-f42bcdagab3b3ebadcifdfd3e2f6ead4dfal3159d30688¢1603babb2c0f4... L) GUEUEGE M) =

<meta name="viewport" content="width=device-width, initial-scale=1.0">
D KFO7CngEu92FriME7kSn66aGLdTylUAMa3yUBHMdazQ.woff2

[ﬁicon <meta name="csrf-param" content="authenticity_token"/>
<meta name="csrf-token" content="ZuB1lExSa6RjkCRavjhi6E6ogppjkvWI2—
B enroll V7AU0S2u3b5J6WhR4Fd9CysvNcSLvewck9xfm4_fiZOKOFS8wzNgA" />

. . <title>SimpleMDM</title>
deVlce'0d4174dbC14842669bbc.chunk.]s <link rel="icon" type:llimage/x_iconu href:n/favicon. Dng”/>

default~device-2175026¢cfe3c67e321b8.chunk.js
. <link rel="stylesheet" href="/packs/css/default~device-5b004a22.chunk.css" media="all"/>
[ﬁ default~device-5b004a22.chunk.css <link href="https://fonts.googleapis.com/css?family=Roboto:300,400,500,700&display=swap" rel="stylesheet"/>
[i css <link href="https://fonts.googleapis.com/icon?family=Material+Icons" rel="stylesheet"/>
</head>
<body>

@3 10 Ao (poB oo

Auto — Page
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Thanks for listening to my rambles!

Mirrored on [<hronokernel.com
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Socials | guess?

- Twitter: https://twitter.com/khronokernel
- GitHub: https://github.com/khronokernel
- LinkedIn: https://www.linkedin.com/in/mykola-grymalyuk


http://khronokernel.com
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